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Amendments to the Claims: 

1. (Cancelled). 

2. (Previously Presented) The method as set forth in claim 3, wherein the device 
identification is selected from the group consisting of a unique device identification of the first 
device, a unique device identification of the second device, a device address of the first device, 
and a device address of the second device. 

3. (Previously Presented) A method comprising: 

accessing in a first device a device identification and at least one key corresponding to 
the device identification, the at least one key is generated using both the device identification and 
a plurality of generation keys; 

encoding data using the at least one key; 

transmitting a message from the first device to the second device, the message 
comprising a header comprising the device identification and a data field comprising the encoded 
data; and 

using the device identification received in the header of the message by said second 
device to determine the at least one key and decode the encoded data received in the data field of 
the message using the determined at least one key. 

4. (Previously Presented) The method as set forth in claim 3, further comprising 
generating the at least one key using a multistage process wherein a different generation key of 
the plurality of generation keys is used at each stage to operate with the output of a prior stage, a 
first stage having as input the device identification, and a last stage outputting a key of the at 
least one key. 

5. (Previously Presented) The method as set forth in claim 4, wherein a first stage of 
the multistage process is an Exclusive OR function, a second stage of the multistage process is a 
cipher function, and a third stage of the multistage process is an Exclusive OR function. 
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6. (Previously Presented) The method as set forth in claim 3, wherein the at least 
one key for encoding is selected from the group consisting of hashing and signing a message and 
encrypting a message. 

7. (Previously Presented) The method as set forth in claim 3, wherein the device 
identification is a Media Access Control (MAC) address. 

8. (Cancelled). 

9. (Previously Presented) The device as set forth in claim 1 J » wherein a first 
communication device communicates with a second communication device and the device 
identification corresponds to the first communication device. 

10. (Previously Presented) The device as set forth in claim 11, wherein the 
information comprises the at least one key and corresponding device identification. 

11. (Previously Presented) A device comprising: 

a non-volatile storage medium for storing information for at least one key corresponding 
to a device identification of a communication device, the information comprises generation keys> 
the generation keys concurrently used with the device identification to generate the at least one 
key; 

a first logic to encode data using the at least one key and decode encoded data using the 
at least one key; and 

an input/output to communicate encoded data in u message, the message including the 
device identification and the encoded data, 

12. (Previously Presented) The device as set forth in claim 1 1 , wherein the device is 
selected from the group consisting of a device to connect to a cable network, a direct broadcast 
satellite (DBS) device, a phone device, an internet device, a broadcast device and a set top box. 
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1 3. (Previously Presented) The device as set forth in claim 1 1, wherein the device 
comprises a service provider that communicates data with a second device, the device 
identification corresponding to the second device. 

14. (Previously Presented) The device as set forth in claim 13, wherein the device is 
one of a cable provider headend, a DBS uplink, a digital subscriber line (DSL) center, or website 
and the second device is a set top box. 

15. (Previously Presented) The device as set forth in claim 11, wherein the non- 
volatile storage medium is selected from the group consisting of FLASH memory, static random 
access memory (SRAM), hard disk media, memory stick, battery-backed RAM, fuses, 
nonvolatile immoveable media and optical media. 

16. (Previously Presented) The device as set forth in claim 1 1, further comprising a 
second logic, the second logic using the generation keys and the device identification to generate 
the at least one key. 

17. (Previously Presented) The device as set forth in claim 16, wherein the second 
logic comprises; 

a first sub-logic having as input the device identification and a first generation key of the 
generation keys, said first suMogic generating a first output; 

a second sub-logic having as input the first output and a second generation key of the 
generation keys, said second sub-logic generating a second output; and 

a third sub-logic having as input the second output and a third generation key of the 
plurality of generation keys, said third sub- logic generation the at least one key as an output. 

18. (Original) The device as set forth in claim 17, wherein the first sub-logic, second 
sub-logic and third sub-logic arc functions selected from the group consisting of logic functions, 
combinatorial functions and cipher functions. 

19. (Original) The device as set forth in claim 8, wherein the message is selected 
from the group consisting of hashing and signing a message and encryption. 
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20. (Cancelled). 

21 . (Previously Presented) The system as set forth in claim 23, wherein the second 
device communicates with a plurality of first devices, the non-volatile storage medium of the 
second device storing information for at least one key for each first device. 

22. (Previously Presented) The system as set forth in claim 23, wherein the 
information comprises the at least one key and corresponding device identification. 

23. (Previously Presented) A system comprising: 
a first device comprising 

a non- volatile storage medium for storing information for at least one key 
corresponding to a device identification of first device, the information comprises 
generation keys, the generation keys used with the device identification to generate the at 
least one key, 

a first logic to encode data using the at least one key and decode encoded data 
using the at least one key, and 

an input/output to communicate encoded data in a message, the message including 
the device identification of the first device and the encoded data; 
a communication medium; and 

a second device coupled to the first device through the communication medium, the 
second device comprising 

a non-volatile storage medium for storing information for at least one key 
corresponding to a device identification of the first device, 

a second logic to encode data using the at least one key and decode encoded data 
using the at least one key, and 

an input/output to communicate encoded data in a message, the message including 
the device identification of the first device and the encoded data. 

24. (Original) The device as set forth in claim 23, further comprising a second logic, 
the second logic using the generation keys and the device identification to generate the at least 
one key. 
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Amendments to the Claims; 

This listing of claims will replace all prior versions, and listings, of claims in the application: 

Mating of Claims: 

1. (Cancelled). 

2. (Currently Amended) The method as set forth in claim 34-, wherein the device 
identification is selected from the group consisting of a unique device identification of the first 
device, a unique device identification of the second device, a device address of the first device, 
and a device address of the second device. 

3. (Currently Amended) A_3ke-method as got forth in claim 1, wher e kHcomprising : 

ancgMinu in a first device a device identification and at lea st one kev corresponding to 
ihc device identification, the at least one key is generated using both the device identification and 
a plurality of genefati on keys; 

encoding data using the at least one kev: 

transmitting a message from the first device to the second devic e, the message 
comprising a header comprising the device identification and a data field comprising the encoded 



nsin p the device identification received in the header of the mess age bv said second 
device to determine the at least one kev and decode th e encoded data received in the data field of 
the message using the determined at l east one kev. 

4. (Currently Amended) The method as set forth in claim 3, further comprising 
generating the at least one key using a multistage process wherein a different generation key of 
the plurality of generation keys is used at each stage to operate with the output of a prior stage, a 
first stage having as input the device identification, and *e-a last stage outputting a key of the at 
least one key. 
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5. (Currently Amended) The method as set forth in claim 4, wherein «aeh-§jirst 
stage «rth« multistage p^mm is an Ex clusive OR function, a second stage of the multistage 
pff?C ess is aclool o d from the £ » oup conrnating of a cipher function, and a third staqco . O he 
muitiR ^enrocess is an Exclusive OR functio n, a mathematical functi o n, a logic funcl i mvft 
function that oom plior ™ * * ^^nn Fiwvpt kM i Glaudmd (ABU), a fu nction fli nt rn mp ttes 
w ife th o D a t a Cncrypti?" ™™ * j™*) ntid fiinotiona that comply with d e termined onoryplioft 

6. (Currently Amended) The method as set forth in claim 34-, wherein the at least 
one key for encoding is selected from the group consisting of hashing and signing a message and 
encrypting a message. 

7. (Currently Amended) The method as set forth in claim », wherein the device 
identification is Bclootod from the group consisting of a unique device oddrooo, a upiquo devic e 
idontifioation«aftd-a Media Access Control (MAC) address. 

8. (Cancelled). 

9. (Currently Amended) The device as set forth in claim US, wherein a first 
communication device communicates with a second communication device and the device 
identification corresponds to the first communication device, 

10. (Currently Amended) The device as set forth in claim 11«, wherein the 
information comprises the at least one key and corresponding device identification. 

11. (Currently Amended) £Jfhe-devicc 03 pot forth in claim 8, whorein comprising: 

anon-volalile storage medium for storing information for at le ast one kev corresponding 
to a device identification of a commtinication device, t he information comprises generation keys, 
the generation keys concurrently u sed with the device identification to generate the at least one 
key; 
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* finer loiric to enc H- W" T ih <* " ™ e kev ™ (i deco(t * enc ° ded d ^ ^ * h€ 
at least one kev: and 

pn inpiit/ftuteut to communicate «ir-nried data in a message, the messapc including the 
device identification and th e encoded data. 

1 2. (Currently Amended) The device as set forth in claim U*» wherein the device is 
selected from the group consisting of a device to connect to a cable network, a direct broadcast 
satellite (DBS) device, a phone device, an internet device, a broadcast device and a set top box. 

1 3. (Currently Amended) The device as set forth in claim 11*, wherein the device 
comprises a service provider that communicates data with a second device, the device 
identi fication corresponding to the second device. 

14. (Currently Amended) The device as set forth in claim 1 3, wherein the device is 
one of a cable provider headend, a DBS uplink., a digital subscriber line PSL) center, or website | 
and the second device is a set top box. 

15. (Currently Amended) The device as set forth in claim M«> wherein the non- 
volatile storage medium is selected from the group consisting of FLASH memory, static random 
access memory (SRAM), hard disk media, memory stick, battery-backed RAM, fuses, 
nonvolatile rcmoveable media and optical media. 

1 6. (Original) The device as set forth in claim 1 1 , further comprising a second logic, 
the second logic using the generation keys and the device identification to generate the at least 
one key. 

17. (Currently Amended) The device as set forth in claim 16, wherein the second 
logic comprises: 

a first sub-logic having as input the device identification and a first generation key of the 
generation keys, said first sub-logic generating a first output; 
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a second sab-logic having as input the first output and a second generation key of the 
generation keys, said second sub-logic generating a second output; and 

a third sub-logic having as input the second output and a third generation key of the 
plurality of generation keys, said third sub-logic generation the attest one key as an output. 

1 8. (Original) The device as set forth in claim 17, wherein the first sab-logic, second 
sub-logic and third sub-logic are functions selected from the group consisting of logic functions, 
combinatorial Junctions and cipher functions. 

19. (Original) The device as set forth in claim 8, wherein the message is selected 
from the group consisting of hashing and signing a message and encryption. 

20. (Cancelled). 

21 . (Currently Amended) The system as set forth in claim 3023, wherein the second 
device communicates with a plurality of first devices, the non-volatile storage medium of the 
second device storing information for at least one key for each first device. 

22. (Currently Amended) The system as set forth in claim wherein the 
information comprises the at least one key and corresponding device identification. 

23. (CurcentJy Amended) A svstcni Thc device as set forth in claim 20» wher e in 
comprising; 

3 first device comprising 

a non-volatile storage medium for storing info rmation for at least one key 
corresponding to a device identification of first device, t he information comprises 
generation keys, the generation keys used with the device identification to generate the at 
least one key A 

a first loric to encode data using the at least one kev and deco de encoded data 
usin^ the at least one kcv. and 
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*ti in P tii7outDut to communicate cqcoded data in p thc messa« including 

♦h* Hrvi ce identification of the first device and the encoded data: 
n communicariqn medium: and 

ft cr nnd device coupled to the first device through the ^mnnication medium, the 

second device comprising 

a non-vo1alite storage medium for stori ng information for at least one key 
rnrres pontlin^ fo a device identification of the fi rst device. 

a second log ic to encode data using the at least one kev and decode encoded data 
osin p the at least otic key, and 

an input/output to communicate encoded data in a message, thc message including 
the device identification of the first device an ^ the encoded data. 

24. (Original) The device as set forth in claim 23, further comprising a second logic, 
the second logic using thc generation keys and the device identification to generale thc at least 
one key. 
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